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Abstract Electric vehicles are gaining widespread adop-

tion and are a key component in the establishment of

the smart grid. Beside the increasing number of electric

vehicles, a dense and widespread charging infrastruc-

ture will be required. This offers the opportunity for

a broad range of different energy providers and charg-

ing station operators, both of which can offer energy

at different prices depending on demand and supply.

While customers benefit from a liberalized market and

a wide selection of tariff options, such dynamic pricing

use cases are subject to privacy issues and allow to de-

tect the customer’s position and to track vehicles for,

e.g., targeted advertisements. In this paper we present a

reliable, automated and privacy-preserving selection of

charging stations based on pricing and the distance to

the electric vehicle. The protocol builds on a blockchain
where electric vehicles signal their demand and charging

stations send bids similar to an auction. The electric

vehicle owner then decides on a particular charging sta-

tion based on the supply-side offers it receives. This

paper shows that the use of blockchains increases the

reliability and the transparency of this approach while

preserving the privacy of the electric vehicle owners.

Keywords Blockchain · Privacy · Electric Vehicles

1 Introduction

Electric vehicles (EVs) are becoming more and more

common and charging stations are a growing infrastruc-

ture, especially in urban areas. Furthermore, connecting
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EVs and blockchain technology is an upcoming issue [8].

EVs are also seen as a key component for a future intel-

ligent energy grid [17]. This so-called smart grid does

not only affect the way energy demand and production

are handled and controlled, but also offers a whole new

range of tariffs and dynamic pricing. In a liberalized

market different charging stations from different oper-

ators or energy providers are competing entities. Each

provider may also offer dynamic pricing depending on

the energy needed and the time available for charging.

Customers may, for instance, get cheaper tariffs if they

are willing to charge over longer periods of time which

allows the energy providers to better curtail load. If,

however, a lot of energy is needed in a short period

of time and during peak hours, this will increase the

price. Charging stations can therefore optimize their
utilization based on the current energy demand and

supply.

It has been shown that such demand response and

dynamic pricing use cases are subject to privacy issues,

e.g., [3,14,15]. Furthermore, fine-grained position data

allows, e.g., for position tracking, targeted advertise-

ments and for identifying customer habits such as the

workplace, regular working hours or other related prop-

erties [4,13]. Therefore, the collection and unauthorized

processing of such data is a severe privacy issue. Hence,

it is crucial to find an approach that allows customers

to query charging stations for the lowest available price

within a certain area, while at the same time preserving

their privacy by not revealing their position and actual

energy need to the public. In order to achieve this goal,

instead of requiring some sort of trusted entity, this work

uses a blockchain for verifiable and immutable data stor-

age and contract initiation. Blockchains are an upcoming

technology originally introduced in 2008 by [18] as part

of Bitcoin. Both, EVs and charging station operators do
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not need to trust a single entity, but trustful operation

is achieved if at least half of the participants’ computing

power is spent honestly.

This paper has three main contributions: (i) a proto-

col is proposed that finds an optimum charging station,

given public biddings as response to a query; (ii) at the

same time the customers geographic position is not re-

vealed during protocol execution; and (iii) a blockchain

is used as a decentralized and immutable storage for

transparency and verifiability of these biddings. The

protocol design keeps the communication overhead and

the amount of data to be stored in the blockchain small,

which allows to use existing blockchain technologies such

as Bitcoin. The privacy of the protocol is evaluated in an

honest-but-curious adversary model. This paper focuses

on the privacy of the EV and assumes that charging

stations and their bids are publicly known.

The rest of this paper is structured as follows: Sec-

tion 2 introduces preliminaries and related work in the

field of privacy and security, electric vehicle charging
and blockchains. Section 3 introduces the proposed pro-

tocol in detail, i.e., its four steps exploration, bidding,

evaluation and charging. Section 4 evaluates the proto-

col with respect to privacy, security and communication

overhead.

2 Preliminaries and Related Work

This section discusses the preliminaries and related work

in the domain of privacy and security issues for EV

charging and tariff-decisions, general issues of EV charg-

ing and the state-of-the-art in blockchains and smart

contracts, as well as commitment schemes.

2.1 Privacy and Security

General privacy issues in the smart grid are discussed in,
e.g., [9,16]. Privacy issues specifically related to electric

vehicles are investigated in [13]. The authors identify

four cases of controlled (as in: controlled by the grid-

operator) and uncontrolled charging in the customer

premises and at foreign premises. In each case, privacy is

affected differently. The authors find, e.g., that charging

on foreign premises allows to learn about customers’

social networks, employers and other habits, such as

preferred routes.

The subject of location-privacy and the assessment

of location-privacy protection mechanisms is discussed

in [22]. The authors propose a framework that allows

to evaluate the performance of protection mechanisms

based on a generic attack model and statistical methods

for evaluating these attacks. The advantage of the ad-

versary is determined by the level of correctness when

inferring the user’s position. While the paper mainly

addresses the privacy critical traces of mobile devices,

e.g., from GPS sensors, this is also relevant for traces

left by EVs when using public charging stations.

A protocol for privacy-preserving tariff-matching

is proposed in [24]. This protocol allows customers to

select an optimum tariff for their household from a set

of tariffs offered by energy providers, given a load profile

forecast and template load profiles. The approach uses

embeddings in order to protect both, the customer’s

load forecast and the utilities’ tariff options. While this

approach still relies on a third party, in [11] the protocol

is extended by a blockchain.

In this paper, the objective is to allow customers to

publicly query a set of charging stations for an optimum

tariff. This includes public charging stations and private

charging stations that are vacant at the requested time

interval. However, none of the involved parties should

learn the customer’s position and energy need during

this phase.

Generally, privacy is preserved if participants do

not learn anything beyond some particular function of

someone’s data [10]. In the proposed protocol privacy

is preserved, if (i) none of the participants learns the

exact position of the EV; (ii) no participant, except

for the EV and the selected charging station, learn at

which price energy is purchased; and (iii) EVs cannot be

tracked over time. For this paper an honest-but-curious

adversarial model is assumed, i.e., all participants follow

the protocol but attempt to learn additional information.

2.2 Blockchains and Smart Contracts

Blockchains are a trustless and fully decentralized peer-

to-peer data storage that is designed to hold immutable

information once data is committed to the chain. Gen-

erally, a blockchain can therefore be described as a dis-

tributed, immutable database. After having originally

been proposed in [18], blockchains are gaining an in-

creased adaption in many fields, e.g., finance and stock

markets, voting and smart contracts, as well as energy

generation and distribution [12,27].

In the originally proposed Bitcoin protocol from [18]

the blockchain is used to keep track of coins, i.e., a

public list of financial transactions and how many coins

are owned by each peer. Therefore, each transaction

contains sender and receiver information, as well as the

number of coins to be transferred. A number of such

transactions – once confirmed by the peers – become

a new block. Such a block also includes the hash of
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the previous block and is appended to the chain. The

transactions are therefore permanently linked to the

series of previous transactions.

This list of chained blocks is public and can be

verified by all peers in the network by checking the

integrity of the new block and the correct calculation

of the hash. Peers in the network are identified by a

private-public key pair, which is often referred to as the

ID or address. A blockchain does not require a single

trusted party, but instead is trustless if at least half of

the computing power used for creating and verifying

blocks is spent by honest peers [18]. Furthermore, peers

and transactions are anonymous in the sense that sender

and receiver are only identified by their address and that

a new pair of keys (and therefore a new address) can be
created for every transaction.

In [1], the authors present an approach with stronger

privacy guarantees where the contents of transactions

are kept private by using zero-knowledge proofs. Further
advances in blockchain technology are smart contracts,

such as presented in [12,25]. While Bitcoin is only de-

signed for financial transactions and has limited capabil-
ities for storing additional data, smart contracts allow

to perform turing-complete (e.g., Ethereum, Hawk) de-

centralized and verifiable calculations in the blockchain.

For the protocol proposed in this paper, there is no

need to perform actual calculations in the blockchain,

i.e., smart contracts such as in [12,25] are not required.

Furthermore, only small amounts of data are stored

in the blockchain, which does not require advanced

transaction verification. This allows for the proposed
protocol to be based on a lightweight blockchain or even

Bitcoin, which is capable of embedding a limited amount

(e.g., 80 bytes in OP RETURN)1 of additional data in

transactions [18].

2.3 Commitment Schemes

Commitment schemes have a binding and a hiding prop-

erty. The schemes allow participants in a protocol to

commit themselves to a value (binding property) and to

keep this value secret (hiding property) until the com-

mitment is opened. Common schemes for commitments

include Pedersen commitments [2,19] and commitments

based on cryptographic hash functions (e.g., SHA-2) [6].

As a practical example for the use of commitments

consider an implementation of a rock-paper-scissors

game as discussed in [6], where all players send their

bets one after another. The bet should be hidden until

all players have sent their respective value and, once

sent, the bet should be locked so that the last player

1 https://en.bitcoin.it/wiki/OP_RETURN
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Fig. 1 Visual representation of the four steps of the proposed
protocol: In step 1, exploration, the EV send a request to the
blockchain. In step 2, bidding, the charging stations send bids
for this request and one of them is chosen in step 3, evaluation,
by the EV. Step 4, charging, is handled off the blockchain.

has no advantage over the others by knowing the pre-

vious bets. Given a cryptographic hash function H(·),
players can hash their bet and a random number as a

commitment by H(“bet”|“random number”). Once all

bets are placed, i.e., all commitments have been sent,

the players open their commitments by revealing “bet”

and “random number”. All participants can verify each

others’ commitment by recalculating H and comparing

the hashes. If the hashes match, this ensures that no

bet has been changed.

In this paper such a commitment scheme is used by

the EV to commit the decision for a particular charg-

ing station without immediately revealing the selection.

The presented commitment scheme is very powerful in

combination with a blockchain, where the hash function

is responsible for the hiding property and the blockchain

assures the binding property.

3 Protocol

In this section a protocol for privacy-preserving EV

charging with a blockchain is presented. The protocol is

executed between a single EV and one or more charging

stations.

An EV is uniquely identified in the blockchain by an

ID ζ (which is usually derived from the public key [18]).

Each charging station is identified by a unique index i
in a similar way. It is assumed that a list of charging

stations, including their position, is available and pub-

licly known2. To enhance privacy, ζ as the identity of

the EV can be changed for every request.

For initialization, the EV chooses parameters R,

T and e. R is a geographic region, e.g., the city of

Salzburg and a radius of 10 km, which covers the inner

city and some suburban areas. The values for e and T

2 e.g., as already available for most EU countries: https:
//e-tankstellen-finder.com/
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Table 1 Notation used in this paper.

Symbol Description

ζ Unique identifier for electric vehicle

i Unique index of charging station

w ∈W World position, e.g., latitude and longitude

R ⊂W Region (set of world positions)

T ⊂ T Time interval (set of timestamps)

e ∈ Q+\{0} Energy needed by EV in kWh

b Bid in monetary units

f(·) Heuristic to determine next bid

r←$Zn Sampling of a n bit random number

H(·) Cryptographic hash function, e.g., SHA-2

c Commitment

di Distance to charging station i

g(·) Heuristic deciding on charging station

ī Selected charging station

� Empty set

P(·) Power set

refer to the expected amount of energy that is needed

and the desired time-frame for charging, respectively.

For a Tesla Super Charger, for example, this could be

e = 90 kWh and T = [12:00, 13:15] (75 min)3. More

commonly, public charging stations serve for e = 20 kWh

and T = [12:00, 14:00] (120 min) [26].

The principal setup of the proposed protocol is shown

in Figure 1. In order to find an optimum charging sta-

tion (i.e., one that minimizes costs or any other desired

criterion), the EV and the charging stations run the

four-stage protocol which is described in detail in the

following sections. The detailed sequence of exchanged

messages is shown in Figure 2. The notation used in

this paper is listed in Table 1.

3.1 Exploration Phase

In the exploration phase the EV places a request in

the blockchain. This request is for an amount of energy

e ∈ Q+\{0} over a time interval T ⊂ P(T) within a

geographic region R ⊂ P(W). The region is a set of

world positions, each specified in latitude and longitude.

Note that this request cannot be linked directly to a

specific individual as only the ID ζ of the EV is revealed

in the blockchain alongside the request and that this

request does not contain the current position of the EV.

3 https://www.tesla.com/supercharger

Once a request is in the blockchain, it is visible to all

charging stations (and naturally to all other participants,

such as other EVs).

3.2 Bidding Phase

In the bidding phase, only the charging stations act.

They query the blockchain for new requests or some out-

of-band signaling protocol can be used to notify charging

stations of new requests. Those charging stations that

are within the desired region R send bids for the lowest
price. This auction is handled over the blockchain and is

therefore fully decentralized and transparent. Given the

request (R, T, e) from an EV, each charging station i first

checks whether its own position is within the region R. In

this case, it reads existing bids B from the blockchain (or

� if no bids exist yet). The charging station then creates

its own bid bi based on some heuristic bi = f(T, e,B).

Usually, this function will determine if the charging

station i is willing to offer energy e in time T for price

bi ≤ bj , j = 1 . . . N . This bid is written to the blockchain

and therefore public and immutable.

The public nature of the bids incentivizes other charg-

ing stations to offer a cheaper price. This is similar to

traditional auction settings. The immutability of the
bids further prevents the charging station from later

denying that a certain bid has been made. While this

makes the bidding phase more transparent and reliable,

this information is only needed for a short period of time,

but still takes up space in the blockchain. While this is

an inherent feature of blockchains, i.e., even outdated

information is still stored and available, the protocol

is designed to be lightweight and with little communi-

cation overhead to minimize the amount of data to be

stored in the blockchain.

The process of bidding is repeated until either the

price converges, a certain amount of time has passed, or

the EV stops the process. It is up to the EV to decide

if (i) only the very first bid of each charging station is

accepted; or if (ii) charging stations can send updated

offers based on competitor bids. In the first case, this

might motivate charging stations to already send their

lowest offer first, whereas in the second case the price

might slowly converge.

3.3 Evaluation Phase

In the evaluation phase the EV gathers the bids from

the blockchain that match the initial request. The EV

then decides on a charging station based on some heuris-

tic that finds an optimum tradeoff between price and

distance to a charging station. For instance, the EV may
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Electric Vehicle (EV) ζ Blockchain Charging Station i

R← P(W), e.g., “Salzburg” wi ←W,

T ← P(T), e.g., “[12:00, 14:00]” e.g., “N47◦48’, E13◦2’ ”

e← Q+\{0}, e.g., “20 kWh”

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Exploration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

R, T, e, ζ R, T, e, ζ

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Bidding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

if wi 6⊆ R : abort

bi ← fi(T, e,�), e.g., “e 4”

T, e, ζ, bi, wi

. . .more bids bj 6=i . . .

bj , j = 1 . . . n

B =
⋃
bj

b′i ← fi(T, e,B), e.g., “e 3”

T, e, ζ, b′i, wi

. . .more bids b′j 6=i . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

b′i

w ←W
∀i : di = ‖wi − w‖
ī = argmin

i
g(di, b

′
i)

r←$Zn

c = H(ζ, ī, r)

c c

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Charging . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

ζ, ī, r
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

t← T
c′ = H(ζ, ī, r)

c′
?
= c ∧ t

?
∈ T

transfer amount of energy e in time T
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

transfer amount of money b′i−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Fig. 2 This diagram shows the four stages of our proposed protocol between the EV, a blockchain and a particular charging
station i. In the exploration phase the EV submits a region, a time frame and the desired amount of energy to the blockchain.
In the bidding phase the nearby charging stations send one or more bids along with a commitment for the offered price to the
blockchain. In the evaluation phase, the EV determines the optimum charging station in terms of price and distance and sends
a commitment for this decision to the blockchain. The charging phase is handled off the blockchain and the EV communicates
directly with the selected charging station. The EV opens its commitment and – if valid – the charging station begins the
transaction at the previously agreed amount of energy for a given price over a given period of time.
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not choose the lowest price in the region, but a charging

station that offers a slightly higher price and is much

closer to its current position. The decision may also be

influenced by other parameters, such as nearby shops or

activities to be done during the charging process. The

decision is completely up to the EV and the customer,

respectively, and computed privately off the blockchain.

Once a suitable charging station is found, the EV

computes a hiding and computationally binding com-

mitment c = H(ζ, ī, r) from the ID of the EV ζ, the

index of the desired charging station ī and a freshly
drawn random number r. This commitment is written

to the blockchain. Due to the one-way property of the

hash, this does not reveal the decision to anyone until

the commitment is opened. Therefore, even if this infor-

mation is publicly available to anyone in the blockchain,

it does not allow anyone to learn anything about the

decision, apart from the fact that it has been made.

3.4 Charging Phase

In the charging phase, the EV approaches the desired

charging station ī. This phase does not involve a block-

chain, but is a transaction directly executed between

the EV and a charging station.

In order to verify that this charging station is the

one actually chosen by the EV in the previous phase, the

commitment is opened by sending ζ, ī and r from the EV

to the charging station. The charging station can then

check the commitment by verifying that H(ζ, ī, r) = c

and can further determine whether the current time

matches the initially proposed time-frame of the EV.

If both, the commitment and the time-frame, are

valid, the amount of energy e is exchanged during the
time interval T for the price b′i. Since this transaction is

only executed between the EV and the chosen charging

station, no information is released to the blockchain or

any other third party. In particular, the actual position

of the EV is only revealed to this single charging station.

This is analyzed in more detail in the next section.

While this phase could be handled in the blockchain

as well, e.g., using some sort of cryptocurrency, the

scope of this work is on finding the best tariff without

limiting the protocol to a particular payment scheme.

Currently, there are many different payment schemes for

EV charging in the field, e.g., membership cards, credit

cards or even cash could be used for anonymous payment.

However, for other use cases, such as settlement and

profiling, the actual amount of energy consumed by the

EV can be written to the blockchain.

4 Evaluation

The proposed protocol is evaluated with respect to pri-

vacy and security, computational complexity and prac-

ticability. Furthermore, design considerations for a con-

crete blockchain technology are stated.

4.1 Privacy and Security

The initially stated privacy requirements for this pro-

tocol are (i) none of the participants learns the exact

position of the EV; (ii) no participant, except for the EV

and the selected charging station learn at which price

energy is purchased; and (iii) EVs cannot be tracked

over time. For the privacy and security analysis all steps
of the protocol are investigated in an honest-but-curious

adversarial model.

First, and most importantly, all participants are

anonymous, i.e., they are only identified by an ID in the
blockchain. However, it has been shown that deanonymiz-

ing participants is possible by linking transactions and

keys [20]. To mitigate this, for each request, the ID can

be changed by generating a new key pair. Furthermore,

the presented protocol for privacy-preserving dynamic

tariff decisions adds an additional level of privacy, which

is evaluated in this section.

In the exploration phase, the amount of energy, the

period of time and a region are published by the EV.

The region must be chosen broadly enough to preserve

privacy, but sufficiently narrow to be within a feasible

range for the EV. Within urban areas with a large

number of charging stations, choosing a proper range

should be relatively easy. For finding an optimum range,

location-privacy assessment tools such as presented in,

e.g., [22] can be employed. Neither the involved charging

stations nor any other participants in the blockchain

learn anything from that request beyond (R, T, e) and

the unique ID ζ. As described above, ζ can be changed

on every request, thus it does not allow to track an EV

over multiple requests. Given only the values (R, T, e)

and without a connection between different requests,

none of the participants learns the exact position of the

EV and EVs cannot be tracked over time.

In the bidding phase, the EV is not involved in the

protocol, since only charging stations bid. Therefore,

the privacy of the EV is not impacted in this phase.

While the bids are publicly available in the blockchain,

they are only linked to the parameters (R, T, e) and ζ.

As discussed before, no connection between different

requests is possible when ζ is changed on every request.

Note that, at this stage of the protocol, the bids are

only considered offers and that the EV has not estab-

lished a contract with any of the charging stations. The
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blockchain assures the binding after publication in the

blockchain, i.e., if the EV later decides on a particular

charging station, the latter has to offer the energy at

the previous bid’s price.

In the evaluation phase, the EV privately decides

on one of the bids off the blockchain. No information

about this decision is leaked to the outside. Thus, no

participant, except for the EV learns at which price

energy is going to be purchased. However, a binding

and hiding commitment is established by publishing the

hash value to the blockchain. Given only the hash value
it is infeasible to reconstruct the EV’s decision, despite

it being publicly available in the blockchain.

Note that this only holds if there is more than one

bid for the request. For a single bid that is then chosen

by the EV it is trivial to link the decision of the EV to

this particular charging station.

In the charging phase, only the EV and the selected

charging station are involved and communicate directly.

Thus, no further data is published in the blockchain,

assuring that only the EV and the selected charging

station learn at which price energy is purchased. By

opening the commitment, the EV reveals itself as the

party with ID ζ. No other party can impersonate the

latter with feasible effort due to the properties of the

cryptographic hash function used for the binding com-

mitment. This way, the charging station verifies that

it is communicating with the party that initiated the

request for bids.

In summary, (i) none of the participants learns the

exact position of the EV; (ii) no participant, except for

the EV and the selected charging station, learn at which

price energy is purchased (if there is more than one bid);
and (iii) EVs cannot be tracked over time. Thus, in the

proposed protocol, privacy is preserved for the EV.

4.2 Availability Considerations

For the presented protocol, there are two possible behav-

iors for charging stations after the bidding phase. They

can either (i) reserve the time slot exclusively for the

requesting EV, regardless of whether or not the EV de-

cides for this charging station; or (ii) send multiple bids

for different requests for the same or for an overlapping

time slot and accept the EV that arrives first.

In the first case, charging stations reserve the time

slot exclusively and malicious participants could spam

the protocol and the blockchain with requests and there-

fore effectively prevent an honest charging station from

getting any customers. In order to prevent this kind of

denial-of-service attack, a transaction fee can be charged

for every request. Transaction fees or fees for the exe-

cution of smart contracts in the blockchain are applied

by blockchain technologies for this purpose (e.g., gas in

Ethereum [25]).

In the second case, where charging stations can bid

multiple times for the same time slot, EVs are still

guaranteed a certain price for a certain amount of en-

ergy in this time-frame at a particular charging station.

However, the requested charging station might not be

available. This is similarly reflected in the current situa-

tion where EVs approach any public charging station

without prior knowledge of its availability.

In summary, while the proposed protocol protects

the privacy of the customer, this comes at the cost of

reduced utility. Either charging stations are not fully

utilized or EVs are not guaranteed a time slot. However,

providing any of these guarantees would limit the privacy

of the EV.

4.3 Communication Overhead

In this section we analyze the communication overhead

of our proposed protocol. Due to the decentralized na-

ture of the blockchain, the amount of data to be stored

significantly impacts performance in practice [5]. Table 2

summarizes the amount of data that needs to be stored

in the blockchain for each phase.

In the exploration phase (R, T, e) and ζ have to be

stored in the blockchain. The unique ID ζ and the time-

stamp of the request are required to be stored by design

as a feature of the blockchain (e.g., [1,25]), i.e., they are
already included and therefore impose no overhead. The

values T and e can be represented as two timestamps

and an unsigned fixed-point integer, respectively. Due to

the limited range of practically relevant values 2 bytes

for each suffices. This allows for second-granularity for

three weeks relative to the current point in time for the

timestamps and approximately 650 kWh at a resolution

of 10 Wh for the energy need.

The specification of a region R is implementation-

specific. For example, in the D-A-CH countries there are

a total of 401 (Germany [7]), 117 (Austria [23]) and 148

(Switzerland [21]) districts (“Bezirke”). These districts

can be numbered and represented by a 2 byte value.

Using this example, in total, 8 bytes of data need to be

stored in the blockchain in the exploration phase.

In the bidding phase, each bid consists of the values

(T, e, ζ, bi, wi). As above, for T, e and wi, 2 bytes each

suffice. The bid bi can be represented by 2 bytes, allowing

for values up to approximately e 650 at a resolution of

e 0.01. The ID ζ is a value of approximately 40 alpha-

numeric characters4 (which can be represented by 6

bits each, i.e., 30 bytes for the ID) and depending on

4 https://github.com/bitcoin/bitcoin
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Table 2 Summary of the communication overhead and data
that needs to be stored in the blockchain per block in the
proposed protocol.

Phase EV Charging Station
exploration 8 bytes –
bidding – 38 bytes
evaluation 16 bytes –
charging – –

the concrete blockchain technology (e.g., 20 bytes for

Ethereum [25]). In total, one bid of a charging station

imposes an overhead of 38 bytes. If N charging stations

bid n times each, the total overhead is 38 ·N · n bytes.

In the evaluation phase, a commitment is stored in

the blockchain. Given SHA-256 as the cryptographic

hash function, one hash, i.e., one commitment, requires

16 bytes to be stored. In the charging phase, no data is

stored in the blockchain.

4.4 Blockchain Design Considerations

This section outlines the requirements for the blockchain

infrastructure for the proposed protocol and discusses

how these requirements are met by common blockchain
technologies. For handling the protocol a blockchain

with the following properties is required:

– Data storage and transaction logic. The protocol

neither requires to perform calculations in the block-

chain (such as smart contracts) nor to verify trans-

actions itself. The blockchain only serves as a decen-

tralized, immutable database that needs to store at

most 38 bytes per transaction.

– Transaction volume. For M EVs requesting an offer

from N charging stations with n bids each, 2M +

NMn transactions are sent.

– Confirmation time. If a transaction requires c con-

firmations, the protocol must handle (2M+NMn)c
t

transactions per time slot t. The value of t depends

on the period of time between requesting an offer

and submitting the decision.

– Transaction fees. In a public blockchain a small trans-

action fee can be charged to incentivize nodes to

confirm transactions and to prevent the flooding of

the network with invalid requests.

In the following, the requirements are discussed by ex-

ample with the properties of well-established blockchains,

such as Bitcoin [18], Ethereum [25] and Openchain5.

Bitcoin is a public blockchain which allows to store

80 bytes of additional data per transaction. In our pro-

posed protocol, each transaction in each phase is strictly

5 https://www.openchain.org/

below this limit. For the Bitcoin protocol, a confirmation

of one block takes 10 min on average [5]. The current

recommendation is to wait for at least six blocks, i.e.,

60 minutes.

Ethereum is a public blockchain that allows to per-

form Turing-complete calculations (smart contracts).

While the proposed protocol could be realized as a smart

contract, the ability to perform arbitrary calculations

is not required. The Ethereum protocol has an average

block time of 15 s and charges small transaction fees for

the processing of smart contracts [25].
Both, Bitcoin and Ethereum have a proof-of-work

based consensus algorithm. Openchain, by contrast, is a

private blockchain that allows for almost instant trans-

action confirmations based on a proof-of-authority con-

sensus algorithm. While the protocol can be realized

with both, a public or private blockchain, for a private

blockchain it is required that an authority manages

participants and access permissions.

In summary, Bitcoin could be used, but the aver-

age block rate might be too low for our use case which

needs to be analyzed in future work. Ethereum is more

practical in this regard, but the overhead for smart con-

tracts might be infeasible. Private blockchains, such as

Openchain, pose little overhead and fast confirmations,

but require a centralized authority.

All blockchain technologies meeting the above re-

quirements can be used for the proposed protocol. In

particular, Bitcoin and Ethereum seem a reasonable

choice for a small number of EVs. Scaling this proto-

col to a larger number of EVs and investigating the

confirmation time in detail remains future work.

5 Conclusion

In this paper, a protocol for dynamic tariff decisions

for electric vehicle charging has been presented. The

protocol allows customers to find the cheapest charging

station within a previous defined region and preserves

the privacy of the electric vehicle. The customer’s po-

sition is not revealed until the customer decides for a

particular charging station and customers cannot be

tracked over time. Different charging stations can send

bids for tariffs based on the requested energy. A block-

chain is used as a decentralized and immutable storage

for transparency and verifiability of the bids. The pro-

tocol comes at little communication overhead (at most

38 bytes per block) and is therefore suitable to be used

with existing blockchain technologies. Future work will

focus on the scalability of the presented approach for

a large number of electric vehicles with a high transac-

tion volume and on handling the payment phase in the

blockchain.
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